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Ha Ne oT

Komurer obuiero u npodeccuonaisHoro oopazosanus JIeHUHrpaackoi obiactw,
HanpaBJIsieT Uil y4éTa M HUCNOIb30BaHUs B paboTe pexkomMeHmauMu MUHHCTEPCTBA
npocselenus: Poccuiickoit @enepanuu ot 03 mapra 2022 roga Ne 04-147 «O mepax no
TMOBBIIICHUIO  3AIIMIOICHHOCTH  WH(GOPMALMOHHOM  MHQPPACTPYKTYphl  CHCTEMBI
oOpa3oBaHus».

[punoxenue: Ha 4 11. B 1 5K3.

[Ipencenarens komurera n ° an, B.1.PeGpoBa
m 8 MexBeoMCTBOHHON CUCTEME ANEKTPORHOM
Iy Nevsrpagncxoi oBnactm

CBEAEHWA O CEPTUOMUKATE 3n

Ceprudukar: 7BDCF8E72EFF2A8997ES3A2E2A92F8802ME1
Pe6posa Bep
AeActeutenen ¢ 24-01-2022 po 24-04-2023

WUcn.dununa M.T.
T. (812) 5395571
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MHUHHCTEPCTBO ITPOCBEILEHHSI
POCCHIICKOM ®EIEPALUN PykoBoauresaM opranoB

(MMHIIPOCBELIEHHSI POCCHH) HCTIOJTHUTEIILHOW BIIACTH
cyOBekToB Poccuiickoit
denepanyn, OCYIIECTBISIFOIIUX
rOCyIapCTBEHHOE YIIPaBIICHHE

Kapernsiit Psg, a. 2, Mocksa, 127006 B C(bepe 06pa303aH1/15{
Ten. (495) 587-01-10, no6. 3300

E-mail: d04@edu.gov.ru

HenaprameHT nudposoit
TpanchopMauuu M 00IbLIINX JAHHBIX

03.03.2022 Ne 04-147

0) MCpax I10 MOBBIIICHNIO 3alMUIICHHOCTH

MHGOPMaYOHHON HHPPACTPYKTYPHI
CHUCTEMBI 00pa30BaHHUS

YBaxxaeMble KoJuieru!

CornacHo nucemam ®CTOK Poccum ot 28 deBpans 2022 r. Ne 240/22/952,
Ne 240/22/953 wu Ne 240/22/960 (B. JIoTHKOB) O TOArOTOBKE K TPOBEACHHUIO
KOMITBIOTEPHBIX aTak Ha MH(popManuoHHy uH(pacTpykTypy Poccuiickoit ®enepanum,
HanpaBJICHHBIX Ha MOIy4YeHUEe KOH(DHUIESHIIMAIBHON HH(OpMAIUH, a TaKKe Ha HapyIlIeHHE
(yHKIIMOHMPOBAaHUs M BBIBOJ M3 CTPOsi HH()OPMAIMOHHONH HH(PACTPYKTYPHI OPraHOB
rocy)lapCTB'eHHoﬁ BJACTH, B TOM YHCJIE YEpe3 KOMIPOMETALMI0O M HapyIICHUS
(YHKIHMOHHPOBAHUS 3apyOEKHBIMU XaKEPCKUMH TIPYIIHPOBKAMH O(HUIIHATBHBIX CAHTOB
OpPraHoOB roCyJapCTBEHHOH BJIacTH U opraHuzauuil Poccuiickoit @eaepaunu JdenapraMeHT
uudpoBoit TpaHchopmamuu u OONBIIMX OaHHBIX (mamee — JlemapraMeHT) cooOuiaeT
clieylonee.

Ilpeanonaraercs, YTO NPOBEACHHUE KOMIBIOTEPHBIX aTaK  IUIAHUPYETCS
OCYIIECTBIAThL 4YE€pe3 BHEAPEHHE B OOHOBIEHHSA HHOCTPAHHOTO IIPOIPaMMHOTO
obecrieueHyss BpPEIOHOCHOTO MporpaMMHoro obecnedenus. [Ipu 3ToM pacmpocTpaHeHue
OOHOBJICHUH C BPEIOHOCHBIMH BIIOXKEHHSIMH MOXET OCYIIECTBIIATECS Yepe3 IEHTPEI

oOHOBiIeHUI (oduuManbHBIE CalThl) pa3pabOTYNKOB HMHOCTPAHHOTO IMPOrPaMMHOTO
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obecrnieyeHus, pasmemiaemele B cetH «IHTEpHET.

YuuteiBasg u3noxeHHoe, JlemapraMeHT oOpaliaer BHHMaHHE Ha HEOOXOIHMMOCTE
(IIpM HaIMYMK BO3MOXXHOCTH) MPHOCTAHOBUTH PabOTHI MO OOHOBJIEHHIO NPHUMEHSIEMOTO
B HMHQOpMAaIMOHHBIX  CHCTEMaxX HMHOCTPAHHOTO  MPOTPaMMHOr0  oOecledYeHus
Y NIpOrpaMMHO-aNNapaTHBIX CPEACTB, CTPAHON MPOUCXO0XKAEHUS KOTOphIX sBisieTcs CLIA
U cTpaHel EBponeickoro cors3a, a TakKe HCKIIOYUTh KX aBTOMATUYECKOE
LEHTPaJIM30BaHHOE OOHOBIICHNE MOCPEACTBOM ceTH «IHTEpHETY.

Taxoke B LesAX NOBBILIEHUS 3alUILEHHOCTH HH()OPMALIMOHHBIX CUCTEM M PECYpCOB
(ocoOEHHO , pETHOHAJBHBIX HMH()OPMAIIMOHHBIX CHCTEM JOCTYITHOCTH JOLIKOJIHHOIO
oOpazoBaHus), BKIOYas O(QUUIHUANBHBIE CAWTBl PETHOHAIBHBIX OPraHOB BIIACTU
M OPraHOB MECTHOI'0 CaMOYIIPABIJIEHHUs, a TaKXKe 00pa30BaTEIbHBIX OpraHU3alMHy (anee —
HUCP), lenapraMeHT pEKOMEHAYET:

NPOBECTH  HHBEHTapH3alMi0 CIy)k0 U BeO-CEpBHUCOB,  HCIOIB3YEMBIX
mis  ¢yakuuonupoBanuss MCP u pa3MelleHHBIX Ha MepUMeTpe HH()OpMaLMOHHOM
nHQpacTpyKTypHI (Iayee — CIryObl U BeO-CEPBUCHI);

OTKJIIOYHUTh HEHCIIOJIb3YeMBIE CITy)KObI H BeO-CEpBHCHI;

YCWINTh TpeOOBaHMS K MAapOJBHON MOJMTUKE aAMHHHUCTPATOPOB U IOJb30BaTENIEH
HNCP, HCKAIOYMB TpPH 5TOM MCIOJB30BAaHHE MAapOJIeH, 3aJaHHBIX II0 YMOJIYaHHIO,
OTKJIFOYUTH CEPBHUCHBIE U HEUCIIOJIb3yEMBIE YUETHBIE 3aIIHCH;

00€CIIeYNTh CETEBOE B3aMMOJACHUCTBUE C IIPUMEHEHUEM 3alllMIIEHHBIX aKTyaJbHBIX
BepcHii poTokosioB cereBoro B3aumopeiicteus (HTTPS, SSH u npyrux npoTokoJos),

ucktrounTh npuMeHenne B MCP moxacdera u cbopa MaHHBIX O IIOCETHTEISX,
CEpBHCOB TMpPEIOCTABJICHHs HHPOPMAIMH O MECTONOJOXXEHHH M HHBIX CEPBHCOB,
pa3paGoTaHHBIX HMHOCTPAHHBLIMH OpraHM3alMsAMH (HampuMmep, cepBHcoB onthe.io,
ReCAPTCHA, YouTube, Google Analytics, Google Maps, Google Translate, Google
Analytics);

MCKIT}OYUTh BO3MOXHOCTh HCIIOJIb30BaHMA BCTPOEHHBIX BHJEO- U ayauo-(aiiios,
uHTepdeiicoB B3ammoaencTeus API, «BHUIKETOB» M APYTHX DPECYpPCOB, 3arpykaeMbIX

CO CTOPOHHHX CaﬁTOB, 3aMCHHB HX IIpH HGOGXOJ.II/IMOCTPI I‘HHCpCCBIJIKOﬁ Ha TaKHC

pecypcBl.
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Takum obpazom, B LEJIX MIOBBILICHHUS YCTONYUBOCTH HUCP
K paclpeleIeHHbIM aTakaM, HallpaBJIEHHBIM Ha oTKa3 B oOcmyxxuBaHuu (DdoS-arakam),
JlenapTaMeHT IIPOCHT:

obecrieyuTh HAaCTPOWKY TpaBWJI CpPEACTB  MEXCETEBOTO  JKpPaHHWPOBAHMUSA,
HAIpaBJICHHBIX Ha GJIOKUPOBKY HEpa3peleHHOr0 BXOAANIero Tpaduka,;

obecneynTs (QUIBTpaIio TpapuKa NPUKIATHOTO YPOBHS C IPUMEHEHHEM CPE/CTB
MEXCETEBOr0 JKpPaHHPOBaHUs YpOBHs mpuioxeHuil (web application firewall (WAF)),
YCTaHOBJIEHHBIX B PEXKUM IIPOTUBOAEHCTBHS aTaKkaM;

aKTUBUPOBAaTh (PYHKIMH 3alUTHI OT aTak oTka3a B obOcmyxuBanuu (DDoS-atak)
Ha CpeACTBaX MEXCETEBOTO SKPAaHUPOBAHUA H APYTHX CPEICTBAX 3aIMUTHI HHYOpMALUHY;

OrpaHUYUTL KOJIMYECTBO MOAKIIOUEHUN ¢ kaxgoro [P-agpeca (Hampumep,
YCTaHOBUTH Ha BeO-cepBepe nmapamerp rate-limit);

OnokupoBaTh BXomAumMA Tpaduk, moctymaroumid ¢ [P-agpecos, crpaHOH
npoucxoxaeHus Kotopbix sBipitorcs CILIA, ctpansl EBporeiickoro corosa WIH HHOH
CTpaHOM, ABIAIOMIEHCA HCTOYHUKOM KOMITBIOTEPHBIX aTak;

0110KMpOBaTh TpadHK, IOCTyNAIOKUi U3 «TeHeBoro MuTepHeTa» depe3 Tor-Opaysep
(crmucok  y370B, KOTOphlE HeoO0XOAMMO 3a0OKHMpOBAaTh COHEPKHUTCS IO  aapecy
https://www.dan.me.uk/tornodes).

BMmecte ¢ Tem, JlemapramMeHT cooOmIaeT, 4TO aHaIM3 Yrpo3 06e30MmacHOCTH
uHpopmanuu, mpooauMelil cnenuaniuctaMu @CTIK Poccnu B yClIoBUsAX CIOXKHMBIIEHCS
MOJIMTHYECKOM  OOCTAaHOBKH,  IMOKAa3bIBAaeT, 4YTO  3apyOEXHBIMH  XaKEPCKHMH
TPYIITUPOBKaMH, B YaCTHOCTH Xakepckor rpynmupoBkoir ANONYMOUS, B conuanbHBIX
CeTAX M MECCEHKepax pa3Memaercs HHpopMmanus O MpH3BIBaX K aJMHHHCTPATOpaM
MH()OPMAIIMOHHBIX CHCTEM pPacKpHITh CBEIEHUSI 00 0coOE€HHOCTAX (YHKIMOHHPOBAHMS
WHOOPMAIIHOHHBIX CHCTEM, IIPENOCTaBJICHUH ayTeHTHU(UKAIUOHHON HWH(POpMaIUK
M HAJIMYMH YA3BHUMOCTEH C IENbI0 MPOHUKHOBEHUS B HH(GOPMAI[MOHHBIE CHCTEMBI
M pa3MelleHHsl IPOTUBONPaBHONW HH(POpPMaLIUK.

C uenmpl0  NpeNoOTBpAallleHHs  IONYy4YeHHUs  3apyOeXHBIMH  XaKEPCKHUMH
rpyNmnupoBKamMu HHGOpMauu 00 0COOCHHOCTIX (YHKIMOHUPOBAaHUSA MH(GOPMAIMOHHBIX

cucteM Munucrepcrtsa mnpocBemeHuss Poccuiickoir dDenepauuu INPOCUM IPHHATH
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JOTOJIHUTENBHBIE MEPEI IO CIEAYIOLIUM HAIpaBJIEHUSIM paboT:

NpoMH()OPMHUPOBATh AAMHHHUCTPATOPOB MU TOJB30BaTeNlel HH(POPMAIIMOHHBIX
CHCTEM O HEIONYIIEHWH paclpoCTpaHEHUsT HHGPoOpMalul O (YHKIMOHHPOBAHUH
MH(OPMALIMOHHOW CHCTEMBI, Tlepefade CTOPOHHHM JIMIIaM CBOEH ayTeHTH(hHKAIIMOHHOM
MH(pOpMaLIHH;

NpouH(OPMHUPOBATh AAMUHUCTPATOPOB M MOJB30BaTeNned HHGOPMAIMOHHBIX
cucteM 00 OTBETCTBEHHOCTH 3a HapylleHHe TpeOoBaHMM B 00nacT MHPOPMAIMOHHOMN
0€30IMacHOCTH;

YCUIUTh  KOHTPOJIb HaJx  JCHCTBUAMH B  HMH(GOPMAalMOHHOM  CHUCTEME
aJIMHUHHCTPATOPOB U MOJIE30BATENIEH;

IPOBECTH BHEIUIAHOBYI0 CMEHY IIapoJied aJIMHHHCTPAaTOPOB H IIOJH30BATEIIEH,
UCIIOJIb3YEMBIX JUIS OCTYIA B HH(POPMAIMOHHBIE CHCTEMEI;

UCKJIIOYUTh (IIpH BO3MOXHOCTH) YyHOAJIECHHBIA HOCTYNl IIOCPEACTBOM CETH
((I/IHTepHeT;) K HHGOPMAIIMOHHBIM CHCTEMaM I aIMUHUCTPATOPOB U MOJIb30BATENICH;

obecrieuuTs  (IpH  BO3MOXHOCTH)  JBYX()aKTOpDHYIHO  ayTCHTH(HKAIIHIO
aJIMUHHUCTPAaTOPOB HH(OPMAIIHOHHBIX CHCTEM.

BhIIEH3NTOKEHHBIE  PEKOMEHIAIMM TNPOCHM  JIOBECTH OO0  COTPYOHHUKOB
M pa0OTHUKOB pErHOHAIBHBIX OPraHoB BJIAaCTH, MECTHOTO CaMOYIpPaBICHUs
1 00pa3oBaTEIbHBIX OPraHU3aLIUH.

O BBIIOJIHEHWM YKa3aHHBIX MEpP M PEKOMEHIAIUMH MpPOCHM NPOHH(OPMHUPOBATH
JlenapTaMeHT B YCTaHOBJICHHOM IOpSJAKE, a TaKXKe IO agpecaM 3JEKTPOHHON IOYTHI:

kolesova-av@edu.gov.ru., bezlyudskiy-ap@edu.gov.ru B cpok 10 10 mapta 2022 roaa.

AOKYMEHT NOANNTUCAH
JJEKTPOHHOH MIOAIIHCBHIO

HI/IPCKTOP I[eﬂapTaMeHTa Cep'rmbuxa'r 0B4ADG6AGF47CC63C5316D56418FB4B2C40F28227 A'B ] r0p06eH

Bnaneneu FopoGen Anapeit Banepresuu
JleHCTBUTENEH ¢ 15.07.2021 no 15.10.2022

Kynpssues JI.B.
(495) 587-01-10, mo6. 3323
(495) 587-01-10, mo6. 3263
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